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Legal Literacy and Users’ Awareness of Privacy, Data
Protection and Copyright Legislation in the Web 2.0 Era
Katharina Steininger and David Rückel
Johannes Kepler University Linz, Department of Business Informatics – Information
Engineering, Linz, Austria
{katharina.steininger,david.rueckel}@jku.at

Abstract. Web 2.0 offers an easy way for individuals to share any kind of content. The users’ new role of being a content producer is associated with the responsibility to observe the relevant law. In this article, relevant regulations of
the German and Austrian law are presented. In an attempt to understand the factors that influence users’ lawful behavior, the presented research examines the
effects of legal literacy, awareness and lawful attitude on lawful and unlawful
actions. The empirical study shows results from a survey of 1,134 students from
three different faculties. Regression and mediation analyses were used to analyze the effects. The results indicate that legal literacy has a negative direct influence on lawful behavior, while lawful attitude shows a positive effect among
Austrian students. Furthermore, legal awareness has a stronger effect on lawful
attitude than legal literacy.
Keywords: Legal Literacy, Data Protection, Copyright, Lawful Behavior, Mediation Model.

1

Introduction

In recent years, much research has been done to investigate behavioral antecedents of
ethical Internet usage. Ethical boundaries often go along with legal permissiveness.
While in the early years of commercial Internet usage most legal aspects were only
relevant to editorial content producers, the rise of the web 2.0 concept shifts more
legal responsibility to the common user. With the increasing amount of user generated
content, web 2.0 users face current and forthcoming challenges concerning lawful
behavior. Currently, there are several types of application and platforms that follow
the principles of web 2.0 – most of them relevant regarding privacy, copyright, and
data protection issues.
Copyright infringements, privacy violations, as well as extensive information disclosure have flourished in recent years. Copyright holders, especially the music and
software industries, have responded with a series of lawsuits. Public and private initiatives have started to raise web 2.0 users’ awareness on responsible and lawful usage of personal and third party information. The effects of those measures seem unclear [1]. Copyright infringements and invasion of privacy remain prevalent. Thus, to
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explore ways to effectively approach the problems, it is essential to investigate the
underlying factors associated with web 2.0 users’ choice to engage in unlawful behavior. Prior research has focused on specific forms of unlawful behavior within those
regulations, for example on music piracy [1-2], software piracy [3-5], or privacy issues [6-8]. An integrated research approach that addresses the problem on a more
abstract level can help gain a more holistic view on factors influencing web 2.0 users’
unlawful behavior.
The aim of this study was to identify the legal literacy of web 2.0 users as well as
their awareness concerning certain legal domains - furthermore to find out about the
lawful attitude arising from their knowledge and awareness that finally leads to lawful
behavior. Therefore, hypotheses were derived from relevant literature and tested empirically. The data was collected from an online survey. Regression and mediation
analyses were used to test the hypotheses.
The paper is organized as follows. Relevant literature concerning legal aspects on
web 2.0 platforms, legal Internet literacy, legal awareness, and lawful attitude is reviewed and four hypotheses are derived in section 2. Next, the research model is presented and the methodology is described (section 3). In section 4, the results are analyzed. Finally, the findings are discussed along with future avenues for research in
section 5.

2

Theoretical Considerations and Propositions

2.1

Legal Aspects on Web 2.0 Platforms

Even for private users, there are several legal and regulatory aspects that need to be
considered when actively posting content on web 2.0 platforms. The main legal domains are
1. Data Protection;
2. Privacy Aspects and General Terms and Conditions;
3. Copyright.
Data Protection. The Austrian as well as any other European Data Protection Act is
based on the extensively regulated European Data Protection Directive (Directive
95/46/EC on the protection of individuals with regard to the processing of personal
data and on the free movement of such data). Austrian Data Protection Law might not
be applied in most cases of web 2.0 usage since the operating company of the platform is hardly ever based in Austria. Once the state in which an operating company is
registered is part of the European Union, the home state regulation applies and the law
of the country of residence is applicable. Since data protection regulations are highly
harmonized within the European Union, the data protection principles of the Europe-
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an Directive are applied.1 Therefore, it can be assumed that the Data Protection Directive serves as minimum standard. If the operating companies are not registered in
the European Union, data protection law of the home country of the user applies [9].
The main principles of the Data Protection Directive claim that personal data should
not be processed except when certain conditions are met. One important exception is
when the data subject agrees to the processing.
One main characteristic of web 2.0 platforms is the fact that a platform user is controller of the data entered to the platform and at the same time data subject concerning
his personal data. The platform operator generally demands the right to access and
process all user generated data for its own purpose. In that case the operator is seen as
the controller and the user has to give an unambiguous, specific, and informed consent to the data processing. In most cases of web 2.0 platforms, such a consent does
not exist or meet the legal demands [9-10]. Furthermore and strictly speaking, a web
2.0 user should obtain other users’ consents when publishing their personal data on
the platform (e.g. tagging a person on a photo).
Another major problem in web 2.0 is the common loss of control of data after a user deletes some of his content, the most famous social network Facebook is known for
not removing deleted data such as status updates, photos, friend connections, or even
whole profiles. That practice is not in accordance with Data Protection Law since the
consent for the processing ceases to apply as soon as the data is deleted.
Finally there is an ongoing debate about the legal admissibility of social plugins by
e.g. Facebook, Google+, or Twitter on private websites. The German data protection
commissioner stated that the integration of social plugins on a website is not allowed
without further ado if the exact form of data procession cannot be explained to the
website’s users [11]. At this time there is no Austrian regulation on the handling of
social plugins, but they should be handled with care since it is normally not possible
to obtain a precise and informed consent to the involved processing of personal data
(e.g. IP address and information from cookies).
Privacy Aspects and General Terms and Conditions. In social networks one of the
major issues is the disclosure of personal information. Especially young people tend
to reveal private information on the Internet, predominantly on social network platforms like Facebook. Some research on such liberal disclosing behavior has tried to
find out, whether the perception of possible risks is lower in young people and what
benefits they expect from giving away that much personal information [12]. From a
legal point of view there are two important aspects: (i) the privacy culture of the platform typically regulated in the platform’s general terms and conditions and (ii) relevant legal clauses dealing with the right to privacy.
In its general terms and conditions a service provider defines the rules effective on
his platform. Users need to accept them in order to take advantage of the service. The
1

For more information see the results of the legal procedure against “Facebook Ireland Ltd.” at
the Irish Data Protection Commission, after an Austrian law student raised more than 20
Complaints because of the violation of European Data Protection Principles by Facebook
Ireland. (www.europe-v-facebook.org).
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platform operator decides on the privacy culture, the acceptable behavior towards
information and data of other users and the extent to which users can change their
own privacy settings on the platform.
Among the relevant legal clauses to protect privacy are Art. 8 ECHR (right to respect for private and family life) and regulations that protect a person against compromising exposure in a medium (e.g. newspaper, TV, or Internet), defamation of
character, or libel of business reputation [9].
The function of tagging people on photos or videos offered in some social networks (e.g. Facebook) is legally questionable. In that procedure a user can upload an
image and tag another Facebook user by unambiguously identifying him and automatically adding the new information (person identified on image) to his profile. Though
the user concerned can delete the tag afterwards, he cannot prevent other users from
adding a tag in the first place. The tagging function is legally dubious [13-14]. Adding
the name to an uploaded image means revealing personal data of another person to the
platform operators as well as other users and therefore taking an action relevant to
data protection rules.
Copyright. While data protection issues are highly relevant in social network platforms, social sharing applications like Youtube or Flickr often have to deal with aspects of intellectual property rights. Content provided by users on such web 2.0 platforms (e.g. photos, videos, text) are subject to the copyright, which generally belongs
to the original data’s producers. An important aspect is the fact, that users often upload data without being the copyright owner. Such utilization of content without the
approval of the copyright owner is illegal [15-16]. Concerning the further usage of
such data, especially the download by private users, there are different regulations in
Germany and Austria. In Germany the legal private copy is regulated in § 53 sec.1
UrhG. The regulation shall apply to private copies notwithstanding their format but
only from legal sources. The amount of legal copies is limited to seven [17]. So the
German law states that each download of an illegal or an illegally uploaded content is
a copyright infringement since it is not possible to create a legal private copy from an
illegal source [16]. In Austria, the utilization of content without the approval of the
copyright owner is usually illegal as well. The legal private copy is regulated in § 42
sec. 4 UrhG. In the Austrian copyright law the explicit mention of the need for a legal
source is missing. Therefore, there is an ongoing debate whether a legal private copy
can be made by downloading from an illegally uploaded source (e.g. film or sound
file) [9], [18-19]. Obviously the Austrian legislative body consciously did not include
the explicit regulation in the legal text. Furthermore, there is no elucidating final
judgment by the Austrian Supreme Court. So currently, the download of digital content like film or music files (not software!) by individuals is not explicitly illegal in
Austria. Practically, such cases are not prosecuted at the time.
Regarding the copyright of software, there are EU-based differences concerning
the copying for private use. It is illegal to copy software for personal purposes or to
pass on to relatives or close friends. According to EU regulations it is only allowed to
make a backup copy of the software, but that copy cannot be used or passed on to
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other persons [19]. For that reason it is illegal to copy and pass on operating systems
or office software.
In social networks and social sharing platforms the sharing of photos and self-made
videos showing other people in private situations is very common. The German law
(§ 22 KunstUrhG) regulates that images of persons can only be taken and made available to the public with the consent of the person shown on the image. By comparison,
the Austrian law (§ 78 UrhG) states that it is prohibited to make an image of any individual and publish it if it could affect their legitimate interests [9]. That does not mean
that there is a general prohibition to make images of other people accessible, only to
make them available to the public without their consent (Germany) or when personal
interests are affected (Austria) is illegal. Being at a certain place at a certain time is
not sufficient to meet the requirements of the defined legitimate interests, but when
images are derogatory, vilified, implying untrue circumstances, or if they show very
private situations the regulations of privacy rights apply [17].
2.2

Legal Internet Literacy

Internet users face challenges that may affect legally compliant online interactions.
Challenges a typical web 2.0 user may encounter include reading and understanding a
platform’s general terms and conditions; dealing with privacy issues when entering
personal data; knowing copyright conditions like owners and exploitation rights when
uploading photos, videos, or texts; understanding data protection principles when
revealing own or other people’s personal information; and being aware of national
legal practices concerning copyright infringements when downloading music, films or
software. All these interactions require more than basic legal knowledge and competency to ensure that one is not incurring a penalty or compensation for damages.
Legal Internet literacy is a complex construct that is closely related to legal literacy. Legal literacy is claimed to be required for effective participation in modern society [20-21]. The opportunities to interact online are nearly unlimited and since the
emergence of web 2.0 concepts and applications users can easily and without special
skills take part in the production and manipulation of content. Along with these features comes the responsibility to know the regulatory framework and the legal boundaries of their action.
At present there is no standard definition for legal literacy. Originally, the term was
used to describe an aspect of professional education in law. In that sense being legally
literate meant to be able to read and write legal arguments, judgments and legislations
that are part of the body of law [22]. Later, a broader meaning of legal literacy was
established. White defined it as the “degree of competence in legal discourse required
for meaningful and active life in our increasingly legalistic and litigious culture” [21].
Several other definitions emphasize the broader meaning of legal literacy that expands
from the professional legal practitioner into the society. The Canadian Bar Association brought this idea to the point and defines legal literacy as “the ability to understand words used in a legal context, to draw conclusions from them, and to use those
conclusions to take action” [23].

1655

The present study defines legal Internet literacy as the ability of average skilled
web 2.0 users to read, understand, and interpret legal text in order to align one’s actions with these statutory specifications. The better the understanding of legal regulations on actions often associated with the use of web 2.0 platforms is, the higher the
chance is to avoid infringements of data protection or copyright laws [24-26].
The above considerations suggest that there is a positive relationship between legal
Internet literacy and intended lawful behavior.
In the theory of reasoned action (TRA) Azjen and Fishbein do not explicitly mention knowledge or literacy as a component but they argument that attitudes are a function of beliefs [27]. Those beliefs refer to beliefs about the consequences of certain
behavior (e.g. prosecution) and are therefore closely related to knowledge and literacy
[1]. Other studies dealing with environmental attitude found out, that changing the
knowledge and beliefs (e.g. by increasing literacy) also changed the attitude [28-30].
Hence, increasing legal Internet literacy and therefore increasing knowledge about
what is legal and what are the consequences of illegal behavior will lead to more lawful attitudes.
Based on the considerations outlined above, there is a positive relationship between
legal Internet literacy and lawful attitude.
Hypothesis 1: Legal Internet literacy (LIT) has a positive effect on lawful behavior
(BEH).
Hypothesis 2: Legal Internet literacy has a positive effect on lawful attitude (ATT).
2.3

Legal Awareness

The ability to read, understand, and interpret legal texts in order to act in a lawful way
is one important factor that can have influence on a person’s attitude towards lawful
behavior. But legal literacy is only one aspect when it comes to the evaluation of potential consequences of one’s actions. An individual may be literate to read and understand relevant regulations, but unaware about the existence of specific laws or of
the consequences a certain behavior might have in a certain situation [3]. As the
awareness is increased, a person’s attitude might change. In particular, an individual
might be able to read copyright laws, but the awareness of the specific consequences
arising from copyright infringement might be low. The perceived prosecution risk and
the risk of a lawsuit are important aspects of legal awareness and have been found to
influence ethical decision making [2], [4], [31]. Any unlawful behavior on the web
includes the user’s risk of civil action by damaged companies or people as well as the
legal prosecution for copyright or data protection infringements. Chiou et al. found
out that the perceived prosecution risk, which is an important aspect of legal awareness, influences the attitude of unauthorized music downloads negatively. The authors
suggested to promote more aggressive publicity of possible prosecution and to exemplify prosecution cases in order to heighten awareness of the risks associated with
unlawful behavior [2].
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As the awareness of laws and potential prosecutions is increased, the positive attitude towards unlawful behavior should become less positive. Consequently, these
considerations lead to the following hypothesis:
Hypothesis 3: Legal awareness (AW) has a positive effect on lawful attitude.
2.4

Lawful Attitude

Several studies have shown that attitudes are an important predictor of unethical behavior such as cheating, stealing, or lying (see e.g. [32]). Therefore, the TRA has been
developed to explain these correlations. The theory has been used by many researchers to describe ethical decision making behavior [33]. As mentioned above, attitudes
toward a behavior correlate with the beliefs about certain consequences arising from
the intended behavior. Therefore, attitude constitutes the sort and intensity of feelings
one has for or against an object or behavior [1]. So attitude describes a phenomenon
that combines a person’s beliefs about the consequences of an intended behavior and
the evaluation of these consequences. In particular, TRA predicts that if a person believes that consequences of a behavior are predominantly positive then the person’s
attitude towards behavior will be positive as well. In other words, if a person beliefs
that lawful behavior on the Internet will have predominantly positive outcomes, he or
she will have a positive attitude towards lawful behavior.
Both, the TRA as well as the theory on planned behavior (TPB) state that behavioral intention is determined by attitude. Several empirical studies confirm the significant relationship between attitudes and the intention to act [3], [34-35].
Therefore, the following hypothesis is suggested:
Hypothesis 4: Lawful Attitude has a positive effect on lawful behavior.
The research model is presented in Figure 1.

Fig. 1. Research Model
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3

Research Method

The research hypotheses were tested empirically using data collected from an online
survey. We chose a quantitative approach because a significant amount of research on
the investigated constructs has already been conducted and several theories and hypotheses can be derived from prior work, as outlined in section 2. In contrast, a qualitative approach would be suitable for investigating topics that lack fundamental research and formal theories. Such nascent research areas are usually characterized by
little knowledge on the research topic, a small number on prior work and the aim to
engage in inductive theory development [36]. Since the research object of the presented study is lawful behavior on the Internet, people who do not use the Internet are not
relevant to the presented study. Therefore, an online survey is a suitable instrument
for the data collection and common critics on the usage of online questionnaires are
not reasonable due to the target population. That is why the measure was a common
choice because of the research subject (behavior on the Internet) [8]. The factors Legal Internet Literacy and Lawful Behavior were designed as manifest constructs to
directly measure the knowledge of the respondents as well as their actual behavior
instead of letting them rate the extent to which they believe to know facts or are likely
to act. Therefore, test questions for legally relevant conditions were developed to
measure Legal Internet Literacy. For Lawful Behavior legal and illegal situations
were presented in the questionnaire and the students were asked to answer, whether
they have already conducted these actions. For the analysis, only the illegal actions
were taken into account. Legal Awareness and Lawful Attitude were defined as latent
variables, measured with a five-point Likert scale and a two-level scale to express
agreement/disagreement to a presented hypothetical situation. Table 1 presents a sample of four items for each construct.2 For the following analysis for each construct the
items were cumulated and transformed into interval scaled percentage rates, which
indicated if an answer was correct (LIT); an action was legal (BEH); high awareness
was shown (AW); or an intention was in accordance with the applicable law.
Regression and mediation analyses [37] were used to test the hypotheses. SPSS
software was used for the regression analysis. The macro offered by Hayes to estimate the path coefficients in multiple mediation analyses and generate bootstrap confidence intervals for total and specific effects was used to test H1, H2, and H3 [38].
The regression analysis determines the effect of an independent variable on a dependent variable. The concept of a mediation hypothesis model is to test how, and to
what extent an independent variable affects the dependent variable through one or
more potential intervening variables, called mediators. Therefore, a model is tested in
which the independent variable’s effect can be separated into its direct effect on the
dependent variable (without considering the mediator factor; c-path) and its modified
effect on the dependent variable including the mediator (c’-path). Without the mediator, all of the paths would be quantified with the unstandardized regression coefficients and c-path is defined as the product of a and b. In mediation models the total
2

See https://gw.ie.jku.at/dl/Construct_Item.pdf for the full list of items of the questionnaire per
construct.
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effect of the independent on the dependent variable can be expressed as the sum of the
direct and indirect (= mediated) effects (c = c’ + ab) [37].
Bootstrapping is a non-parametric procedure based on resampling with replacement of random samples of the data. (e.g. 1000 times). Each time, the indirect effect
is computed. The mean of these indirect effects will not exactly equal the indirect
effect and is therefore corrected [39]. In the presented study, bootstrapping is used to
test the indirect effect from the mediation analysis.
Table 1. Constructs and item examples
Construct

Item

Legal Literacy

Total: 31
Indicate whether the statement is true or false:
Facebook does only unlink deleted user data.
It is illegal to share mp3 files on file sharing networks.
Total: 6
Rate the extent to which you agree with the following:
I know the legal problems related to social media platforms.
I am aware of the legal regulations related to copyright.
Total: 11
Indicate whether you agree to the statement:
Copyright Infringement is a trivial offense.
Copyright infringements need to be effectively prosecuted.
Total: 8
Indicate whether you agree to the statement:
I have already uploaded mp3 files to a public platform.
I have already given a copy of a copyrighted digital medium to a friend.

Legal Awareness

Lawful Attitude

Lawful Behavior

4

Results

4.1

Demographics and Correlations

The sample for this study is based on registered students from a university in Austria
which is offering about 60 academic degree programs in the areas of (i) law (REWI),
(ii) social sciences, economics and business (SOWI), and (iii) engineering and natural
sciences (TNF). Although students are often criticized for not being representative for
the population as a whole, they are a suitable target population in the presented study
due to their age, because Austrian statistics show that people between 16 and 44 years
are most likely to have Internet access [40]. Besides, one aim of the presented study is
to investigate the effects of education on behavior. Students have a high educational
background and are therefore suitable when investigating the effects of legal literacy
on lawful behavior. Furthermore, similar samples have been examined to explain
ethical behavior [41-43] and software piracy [44-45]. All of the nearly 18,000 students registered in January 2012 were asked to complete an online questionnaire,
provided they named a valid e-mail address in the student administration system and
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didn’t opt out of the voluntary research information newsletter. A total of 1,624 students participated in the survey, 1,134 of them completed the questionnaire.

Level of studies

Faculty

Table 2. Intercorrelations between control variables and constructs
Age
Gender
REWI
SOWI
TNF
Bachelor

Mean
29.13
0.51
0.27
0.52
0.21
0.28

Master
Diploma
PhD
Doctoral
LIT
AW
ATT
BEH

0.12
0.51
0.01
0.08
0.67
0.68
0.52
0.80

SD
Age
9.83
1
--0.123***
-0,155 ***
--0.036
--0.123***
--0.219***
-0.080 **
-0.025
-0.076 *
-0.194 ***
0.12
-0.054
0.14
0.068 *
0.13 0.204 ***
0.18
0.068 *

Gender

REWI

SOWI

TNF

1
0,080 **
1
0.136 *** -0.629***
1
-0.253*** -0.314*** -0.541***
-0.018 -0.232***
0.073 *
0.81 **
-0.053
-0.045
0.114 *** 0.304 ***
-0.004
-0.089**
-0.052 -0.074*
-0.047 -0.092 **
-0.028
-0.245***
-0.055 -0.065*
0.113 *** 0.138 ***
-0.052
0.124 *** 0.168 *** -0.092**
0.246 *** 0.155 ***
0.013

Bachelor

1
0.163 ***
0.112 ***
-0.324***
0.147 ***
0.134 ***
0.139 ***
-0.086**
-0.070*
-0.183***

Master

Diploma

1
-0.232***
1
-0.636*** -0.376***
1
-0.073*
-0.043 -0.117 ***
-0.181*** -0.107*** -0.292 ***
-0.050 0.111 ***
-0.056
-0.120***
0.037
0.068 *
-0.077**
0.019
0.053
-0.030 -0.112 *** 0.108 ***

PhD

1
-0.033
0.021
-0.046
-0.052
-0.017

Doctoral

1
0.044
0.050
0.030
-0.008

Note: n = 1134
* p < 0.05; ** p < 0.01; *** p < 0.001

Table 3. Intercorrelations between constructs
LIT

Mean
0.67

SD
0.12

LIT

AW

ATT

BEH

AW

0.68

0.14

0.059 *

1

ATT

0.52

0.13

-0.101**

0.267 ***

1

BEH

0.80

0.18 -0.187***

0.204 ***

0.254 ***

1

1

Note: n = 1134
* p < 0.05; ** p < 0.01; *** p < 0.001

Table 2 and 3 show the means and standard deviations for the defined constructs
(LIT, AW, ATT, BEH) and control variables (age, gender, faculty, level of studies).
Gender, faculty, and level of studies are dichotomous variables and were 0-1 dummy
coded with 1 indicating male / faculty or level of studies applied and 0 female / not
applied. Age correlated significantly with three of the four focal variables (AW, ATT,
BEH). Gender showed a significant correlation with all investigated constructs. Not
all of the control variables representing the level of studies correlated significantly
with the constructs. Only one of the three variables indicating faculty membership
significantly correlated with all four constructs (TNF). Consequently, all control variables representing faculty and level of studies were excluded from further analyses.
Since age and gender are prevalent control variables in research on effects on lawful
behavior [46-48], both were not excluded. The Bravier-Pearson’s correlation coefficient between LIT-ATT (r = -0.101**), LIT-BEH (r = -0.187***), AW-ATT
(r = 0.267***), and ATT-BEH (r = 0.254***) were all significant. However, contrary
to Hypothesis 1 and 2, the correlations between Legal Internet Literacy and Lawful
Attitude (H2) as well as Lawful Behavior (H1) were negative rather than positive.
Both positive correlation coefficients can generally be regarded as weak in size [32].
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4.2

Regression and Mediation Model

Table 4 shows the results of the mediation analysis. As presented in the research
model in figure 1, Legal Internet Literacy was defined as the independent variable,
Lawful Behavior as the dependent variable, and Lawful Attitude as the mediator. Age
and gender were included as control variables (CV). The adjusted R-squared of 0.1229
indicates that 12.3 percent of the effects on Lawful Behavior can be explained by the
presented model.
Table 4. Results of the mediation analysis
B

SE

Sig.

a-path (LIT-ATT)

-0.0613

0.0329

0.0625

b-path (ATT-BEH)

0.2833

0.0390

< 0.001

c-path (LIT-BEH)

-0.1890

0.0441

< 0.001

c’path (LIT-BEH)

-0.1716

0.0432

< 0.001

CV1 (Age-BEH)

0.0008

0.0005

0.1347

CV1 (Gender-BEH)

0.0720

0.0107

< 0.001

Adj. R-Sq

F

df

p

0.1229

40.682

4.0
1129.0

< 0.001

Other than expected (H1), Legal Literacy had a significant negative (rather than positive) effect on Lawful Behavior (c-path). This effect decreased in size but remained
significant (c´-path) when the mediator variable, Lawful Attitude, was added to the
prediction, which already indicates mediation. Furthermore, there was a significant
negative effect of Legal Literacy on Lawful Attitude (a-path), which again was contrary to the hypothesis H2. However, in line with H4, Lawful Attitude showed a significant positive effect on Lawful Behavior (b-path). More importantly, the conducted
bootstrap analysis revealed an indirect effect of LIT on BEH through ATT of B = 0.0174, SE = 0.0097. The 95% confidence interval (CI) did not include zero, 95% CI
[-0.0387, -0.0001], which indicates that the indirect effect is significant at p < .05.
This implies, that the negative effect of LIT on BEH can partially be explained by its
effect on ATT.
The effect of Legal Awareness on Lawful Attitude (H3) was tested using linear regression analysis. The results showed a significant effect (b = 0.231 (se = 0.027), =
0.239, p < 0.001; adj. R-sq = 0.118; F(3,1130) = 51.43, p < 0.001).
Table 5. Results of regression analysis (LIT/AW – ATT)
Sig.
LIT-ATT

-0.080

0.006

AW-ATT

0.247

< 0.001

Adj. R-Sq

F

df

0.1229

40.682

4.0
1129.0

p
< 0.001

Testing the comparative effects of Legal Awareness and Legal Literacy on Lawful
Attitude, one can analyze which independent variable has higher effects on the dependent variable. As can be seen in table 5 Legal Awareness has a higher effect on
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Lawful Behavior. This effect was positive and thus in line with H4. Figure 2 shows
the research model with the non-standardized path coefficients

Fig. 2. Research model including results
(Numbers represent b-coefficient and standard error; ** p < 0.01; *** p < 0.001).

5

Discussion and Limitations

The purpose of this study was to better understand whether legal knowledge and
awareness typically associated with Internet use are related to a lawful attitude and
how all of these three antecedents are related to the actual behavior. The findings
reported in the preceding section strongly support two of the four hypotheses. As
shown in figure 2, the results of H3 and H4 are statistically significant at level 0.001,
of H1 at level 0.01. The negative relationship between Legal Literacy and Lawful
Behavior (-0.17) does not support H1 and therefore does not confirm previous findings [24-26]. Testing the literacy as manifest variable instead of letting the students
rate the extent to which they believe they know legal regulations, might influence the
results. As explained in the theoretical consideration section, there are some not explicitly regulated circumstances in the Austrian Internet laws. The knowledge about
the legal limbos seems to come along with the ken of the specific regulations, since
there is an ongoing legal debate in scientific and popular literature. Therefore, literate
students seem to know that along with such unregulated aspects comes a tradition of
lax prosecution. This explanation is supported by the fact, that within the presented
survey students of technical programs, who have greater knowledge of the technical
procedures on the Internet, are more likely to behave illegally although they are savvier when it comes to relevant legal clauses. Thus, in Austria individuals are even
safer from civil prosecution compared to people who commit infringements for commercial purposes because of strict data protection clauses.
The results show no evidence that indicate a significant positive relationship between legal literacy and lawful attitude (as predicted in H2). While some research in
other social science areas indicates that knowledge may positively influence the attitude [28-30], our field of research does not support that hypothesis.
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As hypothesized in H3, legal awareness proves to be positively related to a lawful
attitude. Indeed, observing and considerate Internet users are more likely to recognize
legally relevant circumstances. Being more conscious of illegal actions and their possible negative consequences reduces the risk of Internet users to be seduced by the
simplicity and deceived anonymity that comes along with illegal online actions.
There is a significant positive effect of lawful attitude and lawful behavior. This result supports H4 and is consistent with prior research on attitude and behavior [3],
[34-35]. One important difference between the presented study and previous research
is that earlier studies defined the dependent variable behavior as a latent construct
representing the intended behavior. In the presented study, the behavioral aspect was
measured directly using a manifest construct examining actual behavioral facts rather
than intended behavior. So far as is known, this study is the first to measure the
knowledge and behavior factors directly as manifest variables in the IS literature.
Due to the fact that the presented model explains 12.3 percent of the effects on
lawful behavior, more influencing factors (e.g. experiences from past behavior, perceived anonymity) should be added. As with most empirical studies, the spectrum of
respondents is a limitation. A statistically random sample would have increased confidence in the result or maybe have produced different outcomes. There is evidence
that younger people are less aware of risks associated with Internet usage. Therefore,
it could be of interest to investigate the model using a sample of considerably younger
or older participants. Furthermore, because of the globalization of Internet platforms,
it is important to shift the focus of the empirical study from the Austrian legal system
and investigate the relationships in other, potentially stricter legal systems. Especially
in case of data protection, an investigation in American societies might be interesting,
since the European data protection regulations are much stricter.
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